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Social Security and 
Scam Awareness
Social Security imposter scams are widespread 
across the United States. Scammers use 
targeted, sophisticated tactics to deceive you 
into providing sensitive information or money. 

Social Security’s Office of the Inspector General 
(OIG) has received reports of scammers 
creating fake versions of the identification 
badges most federal employees use to gain 
access to federal buildings. The scammers 
may text or email photos of the fake badges to 
convince potential victims of their legitimacy. 
These badges use government symbols, words, 
and even names and photos of real people, 
which are available on government websites or 
through internet searches.  

If you receive a suspicious letter, text, email, or 
call, hang up or do not respond. We want you 
to know how to identify a scammer and avoid 
becoming victims.  

We will NEVER:

• Text or email images of an employee’s 
official government identification.

• Suspend your Social Security number.

• Threaten you with arrest or other legal action 
unless you immediately pay a fine or fee.

• Require payment by retail gift card, wire 
transfer, internet currency, or cash by mail.

• Promise a benefit increase or other 
assistance in exchange for payment.

• Send “official” letters or reports containing 
your personal information via email.

We only send text messages if you have opted 
in to receive texts from us and only in limited 
situations, including the following:

• When you have subscribed to receive 
updates and notifications by text.

• As part of our enhanced security when 
accessing your personal my Social Security 
account.

If you owe money to us, we will mail you a letter 
with payment options and appeal rights.  

We encourage you to report suspected 
Social Security imposter scams — and other 
Social Security fraud — to the OIG’s website 
at oig.ssa.gov/report. You may read our 
previous Social Security fraud advisories at 
oig.ssa.gov/news-releases/.  Please share 
this information with your friends and family to 
help spread awareness about Social Security 
imposter scams.

my Social Security
Check out your 

Social Security Statement, 
change your address and 

manage your benefits 

online today.

SSA.gov/myaccount

Online Services
You can access many of 

our services online.

SSA.gov/onlineservices

Local Offices
Local Social Security 

offices are offering more 
in-person appointments 
and have resumed in-

person service for people 
without an appointment. 
As we expand in-person 
service, we expect our 
offices to be very busy. 
We strongly encourage 

you to continue to  
go online, call us for 
help, and schedule 

appointments in 
advance.  

Learn more at ssa.gov/
coronavirus/gethelp.

https://oig.ssa.gov/report/
https://oig.ssa.gov/news-releases/
https://www.ssa.gov/myaccount
https://www.ssa.gov/onlineservices
http://ssa.gov/coronavirus/gethelp
http://ssa.gov/coronavirus/gethelp


Protect Yourself from Social Security Scams
Telephone and email scammers are pretending to be government employees. 
Scammers will try to scare you and trick you into giving them your personal 
information and money. Don’t be fooled! Social Security will not:
• Threaten you

• Tell you there is a problem with or suspend your Social Security number

• Demand immediate payment from you

• Require payment by retail gift card, pre-paid debit card, internet currency, wire 
transfer, or by mailing cash

If you receive a call or email like this, please report it to the Office of the Inspector 
General at https://oig.ssa.gov.

iSSNRC

Need a replacement 

Social Security Card? 

Request one at 

SSA.gov/myaccount/
replacement-card.html

FAQs

Get answers to frequently 

asked questions about 

Social Security.

SSA.gov/faq

SOCIAL
SECURITY
MATTERS

Social Security’s blog 

has the most up-to-date 

articles on what matters to 

you most. It’s easy to read 

and easy to share.

blog.ssa.gov

Follow us!
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Veterans and Active 
Duty Military Members: 
Social Security Has 
Your Back!
Veterans Day is on Friday, November 11, 2022.  
Every year on this day, we honor all veterans 
who served our country and risked their lives to 
protect us.  

Our Wounded Warriors webpage is an 
important resource for military members 
who return home with injuries.  If you know 
a wounded veteran, please let them know 
about our Wounded Warriors webpage at 
www.ssa.gov/woundedwarriors.  

The page shares information about our Social 
Security Disability Insurance (SSDI) benefits for 
veterans, including:

• How SSDI benefits are different from 
benefits available through the Department 
of Veterans Affairs and require a separate 
application.  

• How we expedite the processing of Social 
Security disability claims for service 
members.  If they develop a disability while 
on active military service on or after October 
1, 2001, they can file a disability claim 
regardless of where the disability occurs.

• Answers to questions asked about Social 
Security.  

If active-duty military service members are 
unable to work due to a disabling condition and 
continue to receive pay while in a hospital or on 
medical leave, they should consider applying for 
SSDI.  Active-duty status and receipt of military 
pay doesn’t necessarily prevent payment of 
SSDI benefits.  

Our webpages are easy to share on social 
media and by email with your friends and family.  
Please consider passing this information along 
to someone who may need it.
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